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UNIT V BUILDING SOA-BASED APPLICATIONS 9
Service Oriented Analysis and Design – Service Modeling – Design standards and guidelines --
Composition – WS-BPEL – WS-Coordination – WS-Policy – WS-Security – SOA support in
J2EE

7 Lecture Notes:

Service-oriented analysis

• Business-centric SOA

• Deriving business services

• service modeling

The process of determining how business automation requirements can be represented

through service-orientation.

• Goals :

– Define a preliminary set of service operation  candidates.

– Group service operation candidates into logical  contexts. These contexts represent

service candidates.

– Define preliminary service boundaries so that they do not overlap with any existing or

planned services.

– Identify encapsulated logic with reuse potential.

– Define any known preliminary composition models.

• The service-oriented analysis process

– Every organization has developed its own approach to analyzing business automation

problems and solutions, and years of effort and documentation will have been

invested into well-established processes and modeling deliverables.

– From an analysis perspective, each layer has different modeling requirements

• Questions that should be answered prior to proceeding with the service-oriented analysis

include:
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– What outstanding work is needed to establish the required business model(s)?

– What modeling tools will be used to carry out the analysis?

– Will the analysis be part of an SOA transition plan?

Service-oriented analysis steps

• Step 1: Define business automation requirements

– Business requirements are normally collected; their documentation is required for this

analysis process to begin. Requirements related to the scope of that solution should

be considered.

– Business requirements should be sufficiently mature so that a high-level automation

process can be defined. This business process documentation will be used as the

starting point of the service modeling process described in Step 3.

• Step 2: Identify existing automation systems

– Existing application logic that is already, to whatever extent, automating any of the

requirements identified in Step 1 needs to be identified.

– This information will be used to help identify application service candidates during the
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service modeling process described in Step 3.

• Step 3: Model candidate services

– A service-oriented analysis introduces the concept of service modeling process by

which service operation candidates are identified and then grouped into a logical

context.

Benefits of a business-centric SOA

• Business services build agility into business models

– Service-orientation brings to business process models a structure that can

significantly improve the flexibility and agility with which processes can be

remodeled in response to changes.

– When properly designed, business services can establish a highly responsive

information technology environment

Changes originating in the business logic domain are accommodated by the application logic

domain and vice versa
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• Business services prepare a process for orchestration

– Moving to an orchestration-based service-oriented environment anytime soon,

modeling current processes so that they eventually can be more easily migrated

to an orchestration-driven environment is recommended.

• Business services enable reuse

– The creation of a business service layer promotes reuse in both business and

application services, as follows:

• By modeling business logic as distinct services with explicit boundaries,

business process-level reuse can be achieved. Atomic sub-process logic or

even entire processes can be reused as part of other process logic or as

part of a compound process.

• The resulting business service layer ends up freeing the entire application

service layer from activity-specific processing functions.

• Only business services can realize the service-oriented enterprise

– Business service modeling marries the principles of service-orientation with an

organization's business model.

– Applying business services forces an organization to view and reinterpret

business knowledge in a service-oriented manner.

– Altering the perspective of how business processes can be structured,

partitioned, and modeled is an essential step to achieving an environment in

which service-orientation is standardized, successfully consistent, and naturally

commonplace.

Deriving business services

• Every business model is unique.

• To properly derive business services that best represent an organization as a cohesive

business entity.

Sources from which business services can be derived

• The inner workings of any organization, regardless of structure or size, can be

decomposed into a collection of business services. A business service simply represents
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a logical unit of work, and pretty much anything any organization does consists of units

of work.

• The service-orientation-aware analyst to determine how to best map existing logic to

services.

– Business Process Management (BPM) models

• It is  an industry-wide process modeling and remodeling activity.

• Process models have become a central form of business analysis

documentation in many organizations.

• Business services can be derived from process workflow logic.

– Entity models

• Primary entities represent the main business documents and transaction

areas of an enterprise.

• Entity-centric services mirror the entity model by containing a set of

generic operations that facilitate the different types of functions

associated to the processing of the entity.

Types of derived business services

– Task-centric business services

• These are Web services that have been modeled to accommodate a

specific business process. Operations are grouped according to their

relevance to the execution of a task in support of a process.

– examples of task-centric business services are:

• VerifyInvoice

• GetHistoryReport

– Task-centric services usually result from modeling exercises that are focused on

meeting immediate business requirements.

– Typical sources include use-case models and BPM process definitions.

Service modeling (a step-by-step process)
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• A service modeling process is an exercise in organizing the information we gathered in

parent service-oriented analysis process.

• Process description

– Process provides steps for the modeling of an SOA consisting of application,

business, and orchestration service layers.

A sample service modeling process.

• Step 1: Decompose the business process

– Take the documented business process and break it down into a series of

granular process steps.

– It is important that a process's workflow logic be decomposed into the most

granular representation of processing steps
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Decomposing the Invoice Submission Process
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The RailCo

invoice submission

process.

• Step 2: Identify business service operation candidates

– Some steps within a business process can be easily identified as not belonging to

the potential logic that should be encapsulated by a service candidate.

– Examples include:

• Manual process steps that cannot or should not be automated.

• Process steps performed by existing legacy logic for which service

candidate encapsulation is not an option.

• Step 3: Abstract orchestration logic

– To build an orchestration layer as part of SOA, then It should identify the parts of

the processing logic that this layer would potentially abstract.

– Potential types of logic suitable for this layer include:

• business rules

• conditional logic

• exception logic

• sequence logic

– These forms of orchestration logic may or may not be represented accurately by

a step description.
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– Example

• some processing step descriptions consist of a condition and an action.

In this case, only remove the condition and leave the action.

• Step 4: Create business service candidates

– Review the processing steps that remain and determine one or more logical

contexts with which these steps can be grouped.

– Each context represents a service candidate. The contexts end up with will

depend on the types of business services have chosen to build.

• Step 5: Refine and apply principles of service-orientation

– Grouped processing steps derived from an existing business process.

– It take a closer look at the underlying logic of each proposed service operation

candidate.

– This step gives us a chance to make adjustments and apply key service-

orientation principles.

–

• Step 6: Identify candidate service compositions

– Identify a set of the most common scenarios that can take place within the

boundaries of the business process.

– This exercise accomplishes the following:

• It gives a good idea as to how appropriate the grouping of process steps

is.

• It demonstrates the potential relationship between orchestration and

business service layers.

• It identifies potential service compositions.

• It highlights any missing workflow logic or processing steps.

• Step 7: Revise business service operation grouping

– Based on the results of the composition exercise in Step 6, revisit the grouping of

business process steps and revise the organization of service operation

candidates as necessary.
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– It is not unusual to consolidate or create new groups (service candidates) at this

point.

• Step 8: Analyze application processing requirements

– This view could very well consist of both application and business service

candidates.

– This next series of steps is optional and more suited for complex business

processes and larger service-oriented environments.

– It requires that more closely study the processing requirements of all service

candidates to abstract any further technology-centric service candidates

• Step 9: Identify application service operation candidates

– Break down each application logic processing requirement into a series of steps.

Ideally, It would not reference the business process step for which this function

is being identified.

• Step 10: Create application service candidates

– Group these processing steps according to a predefined context. With

application service candidates, the primary context is a logical relationship

between operation candidates.

– This relationship can be based on any number of factors, including:

• association with a specific legacy system

• association with one or more solution components

• logical grouping according to type of function

• Step 11: Revise candidate service compositions

– Revisit the original scenarios identified in Step 5 and run through them again.

Only, this time, incorporate the new application service candidates as well.

– Be sure to keep track of how business service candidates map to underlying

application service candidates during this exercise.

• Step 12: Revise application service operation grouping
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– result in changes to the grouping and definition of application service operation

candidates.

– It will also likely point out any omissions in application-level processing steps,

resulting in the addition of new service operation candidates and perhaps even

new service candidates.

BPEL
• Business Process Execution Language (BPEL), short for Web Services Business Process

Execution Language (WS-BPEL), is an executable dialect of XML that allows for the
modeling of interactions between Web services on the cloud.

• This modeling is valuable for successful business process management (BPM) and
service-oriented architecture (SOA) implementation.

• BPEL's primary uses is to model Web service interactions on a distributed system.
• BPEL allows for complex orchestrations of multiple service applications through a single

controller service. When described in a corresponding WSDL contract.
• A BPEL process must work properly. Because many BPEL processes use multiple

applications, many of which are often written in different languages and located on
distributed systems

• WS-BPEL enables
– Defining business processes as coordinated sets of Web service interactions,

recursively into new aggregated Web services

– Defining both abstract and executable processes
• Abstract processes for B2B style specifications
• Executable processes provide a model to integrating enterprise

applications

– Creating compositions of Web services
• Composition based on abstract descriptions

– WS-BPEL was designed to provide an interoperable process model
WS-BPEL in the WS-* Stack
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• WS-BPEL Language
– Structure
– Process
– Partner links
– Data handling
– Properties and correlation
– Basic and structured activities
– Scopes

• BPEL and WSDL
– BPEL processes are exposed as WSDL services

• Message exchanges map to WSDL operations
• WSDL can be derived from partner definitions and the role played by the

process in interactions with partners

• Recursive Composition
– BPEL processes interact with WSDL services exposed by business partners
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Composition of Web Services

• Partner Links
– Partner link: instance of typed connector Partner link type specifies required

and/or provided portTypes

– Channel along which a peer-to-peer conversation with a partner takes place

• BPEL Data Model: Variables

– Activities’
• input and output kept in scoped variables

– Scoped variables typed as
• WSDL messages or
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• XML Schema elements/types
• Properties and Correlation

– Messages in long-running conversations are correlated to the correct process
instance

– Typed properties defined in WSDL are named and mapped (aliased) to parts of
several WSDL messages used by the process

Basic Activities
• Receive

– Do a blocking wait for a matching message to arrive
• Reply

– Send a message in reply to a formerly received message
• Invoke

– Invoke a one-way or requestresponse operation
• Assign

– Update the values of variables or partner links with new data
• Validate

– Validate XML data stored in variables
• Empty

– No-op instruction for a business process
• Throw

– Generate a fault from inside the business process
• Re throw

– Forward a fault from inside a fault handler
• Exit

– Immediately terminate execution of a business process instance
• wait

– Wait for a given time period or until a certain time has passed
• compensate

– Invoke compensation on an inner scope that has already completed
• Extension activity

– Wrapper for language extensions

Structured Activities
• flow

– Contained activities are executed in parallel, partially ordered through control
links

• sequence
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– Contained activities are performed sequentially in lexical order
• while

– Contained activity is repeated while a predicate holds
• Repeat until

– Contained activity is repeated until a predicate holds
• pick

– Block and wait for a suitable message to arrive (or time out)
• foreach

– Contained activity is performed sequentially or in parallel, controlled by a
specified counter variable

• ifthenelse
– Select exactly one branch of activity from a set of choices

• scope
– Associate contained activity with its own local variables, fault handlers,

compensation handler, and event handlers
• Scopes and Handlers
• Scope

– Local variables
– Local partner links
– Local correlation sets
– Set of activities (basic or structured)

• Handlers
– Event handlers

• Message events or timer events (deadline or duration)
– Fault handlers

• Dealing with different exceptional situations (internal faults)
– Compensation handler

• Undoing persisted effects of already completed activities
– Termination handler

• Dealing with forced scope termination (external faults)
WS- Choreography

Introduction

Purpose

Business or other activities that involve multiple different organizations or independent
processes that use Web service technology to exchange information can only be successful if
they are properly coordinated. This means that the sender and receiver of a message know and
agree in advance:

 The format and structure of the (SOAP) messages that are exchanged, and
 The sequence and conditions in which the messages are exchanged.
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WSDL and its extensions provide a mechanism by which the first objective is realized, however,
it does not define the sequence and conditions, or choreography, in which messages are
exchanged.

To solve this problem, a shared common or "global" definition of the sequence and conditions in
which messages are exchanged is produced that describes the observable complementary
behavior of all the participants involved. Each participant can then use the definition to build and
test solutions that conform to the global definition.

The main advantage of a global definition approach is that it separates the process being
followed by an individual business or system within a "domain of control" from the definition of
the sequence in which each business or system exchanges information with others. This means
that, as long as the "observable" sequence does not change, the rules and logic followed within
the domain of control can change at will.

The purpose of this paper is to describe an information model or "meta model" for a
Choreography Definition Language that identifies the information and structures required to
build a "global" definition.

Goals

Some additional goals of this model of a choreography definition language are to permit:

 Reusability. The same choreography definition is usable by different participants
operating in different contexts (industry, locale, etc) with different software (e.g.
application software) and different message formats and standards

 Cooperative. Choreographies define the sequence of exchanging messages between two
(or more) independent participants or processes by describing how they should cooperate

 Multi-Party. Choreographies can be defined involving any number of participants or
processes

 Semantics. Choreographies can include human-readable documentation and semantics for
all the components in the choreography.

 Composability. Existing choreographies can be combined to form new choreographies
that may be reused in different contexts

 Modular. Choreographies can be defined using an "import" facility that allows a
choreography to be created from components contained in several different
choreographies

 Information Driven. Choreographies describe how participants that take part in
choreographies maintain where they are in the choreography by recording the state
changes caused by exchanges of information and their reactions to them

 Information Alignment. Choreographies allow the participants that take part in
choreographies to communicate and synchronize their states and the information they
share

 Transactionality. The processes or participants that take part in a choreography can work
in a "transactional" way with the ability to specify how transactions are compensated
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 Exception Handling. Choreographies can define how exceptional or unusual conditions
that occur whilst the choreography is performed are handled

 Design Time Verification. A developer of a business process can use the Choreography
Definition, on their own to:

o Generate a behavioral interface that conforms to a BPEL definition that describes
the sequence and conditions in which one of the participants in a choreography
sends and receives messages

o Verify that a BPEL definition conforms to behavior defined by in a Choreography
Definition

 Run Time Verification. The performance of a choreography can be verified at run time
against the Choreography Definition to ensure that it is being followed correctly. If errors
are found then the choreography can specify the action that should be taken

 Compatibility with other Specifications. The specifications will work alongside and
complement other specifications such as the WS Reliability, WS WS Composite
Application Framework (WSCAF), WS Security (WSS), WS Business Process Execution
Language (WSBPEL) etc.

Document Scope

This model focuses on describing the different types of information required to define a
Choreography. It does not provide an XML representation of that information nor does it
describe in any detail the operational semantics of how such a representation could or should be
used.

This paper identifies several open issues highlighted like this. These are a non-exhaustive list of
topics, ideas or problems where the authors think that more thought is needed.

2 Abstract, Portable and Concrete Choreographies

One of the key goals of this model is to enable Choreography reuse. Global definitions of a
choreography facilitate this especially if choreographies are defined with varying degrees of
abstraction. Although more could be defined, this model identifies and supports three different
levels of abstraction in which choreographies can usefully be defined and used.

Abstract Choreography

The first is a highly abstract choreography that defines:

 The types of information that is exchanged, for example an order sent between a buyer
and a seller

 The sequence and conditions under which the information is sent.

However, it does not define:
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 The physical structure of the information that is exchanged, for example there are no
definitions of the XML documents, SOAP messages, WSDL port types and operations,
URLs etc that are to be used

 How the different conditions that are used to control the sequence of exchanging
information are determined

 Where the messages in the choreography should be sent e.g. to a URL
 How the messages are to be secured (if at all) and whether or not the messages are to be

sent reliably.

Although abstract, this approach will be useful for defining generally accepted or "canonical"
definitions for very common processes, such as placing an order. Definitions of theses types of
choreography would best be carried out by international standards organizations that have a
cross-industry, multi-geographic responsibility.

Portable Choreography

Clearly, the development of these abstract choreographies will take some time to complete, so
the second type of choreography to define is a "portable" choreography. In this type of
choreography definition the definitions in an Abstract Choreography are extended with:

 Detailed definitions of the physical structure of the information that is exchanged
including the WSDL port types and operations

 Details of the technology to be used, for example, how to secure the messages and send
them reliably

 Rules that express, as far as possible, the conditions that are used to control the sequence
of exchange of information, in terms of, for example XPath expressions that reference
data in the messages

However they do not specify the URLs to which the messages are sent nor, for example, the
digital certificates used to secure them. This means that an organization should be able to design
and build a solution that conforms, in detail, to the rules of the choreography, and only require
limited additional information at run time to determine where messages should be sent. As a
result realizing interoperability should be much easier.

This "portable" type of choreography is targeted more at vertical industry organizations, such as
RosettaNet, that want to define rules for collaboration between the members of their industry and
simplify, as far as possible, the implementation and integration process.

Concrete Choreographies

The final type of choreography, is a Concrete Choreography, where all the details are specified
that are required to send a message. This extends the definition in a Portable Choreography to
include information about the "endpoints". This can include information such as:

 The URLs that are the destinations of the messages that are sent, and
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 Other "endpoint" specific rules such as digital certificates to be used for securing
messages.

These types of choreographies are probably most applicable where two or more participants want
to specify how they will cooperate and there is little or no need for other organizations to follow
the same process.

Relationship between Choreography Types

The table below summarizes the three different types of choreographies.;

Abstract Portable Concrete
Types of Messages Identified Identified Identified

Message Structure Not Defined Defined Defined

Conditions Identified Identified Identified

Condition evaluation rules Not defined Defined as far as
possible

Defined as far as
possible

Technology used Not defined Defined Defined

Message Endpoint Data Not defined Not Defined Defined

The model described in this paper allows an Abstract Choreography to be extended to become a
Portable Choreography and a Portable Choreography to be extended to become a Concrete
Choreography.

The model also allows each different type of Choreography to be defined directly. This means
that:

 A Portable Choreography can be defined without first defining the Abstract
Choreography

 A Concrete Choreography can be defined without defining an Abstract or Portable
Choreography.

Model Description

The following diagram is the full model of all the entities (without attributes).
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Full Model

The rest of this Model Description section describes the following subsets of the model
(including attributes).

 Participants, Roles and Relationships. In a Choreography information is always
exchanged between Participants, such as a Business or Organization acting in one or
moreRoles, for example Buyer or Seller as part of a Relationship, for example purchasing
goods.

 Choreography Structure. This section describes the major components of a
Choreography at a high level

 Choreography Composition and Import. This explains how one Choreography can be
created by performing other, pre-existing choreographies and importing content from
other choreographies.

 Types, Variables and Tokens. Variables contain information about objects in the
choreography such as the messages exchanged or the state of
the Roles involved. Tokens are aliases that can be used to reference parts of a Variable.
Both Variables and Tokens have Types that define the structure of what
the Variable or Token contains.
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 Interactions. These are the basic building blocks of the Choreography which result in the
sending of messages between Roles in either a "one-way" or "request-response" message
pattern

 Activities and Control Structures. Activities are the lowest level components of the
Choreography that do the actual work. Control Structures combine activities with other
Control Structures in a nested structure to express the sequence and conditions in which
the messages in the choreography are exchanged

 Choreography Exceptions and Transactions. Choreography Exceptions describe how to
specify what additional Interactions should occur when a Choreography behaves in an
abnormal way. Choreography Transactions describes how to specify what additional
Interactions should occur to reverse the effect of an earlier completed choreography

 Semantics. Semantics allow the creation of descriptions that can record the semantic
definitions of almost every single component in the model.

Roles, Participants and Relationships

In a Choreography information is always exchanged between Participants, such as a Business or
Organization acting in one or more Roles, for example Buyer or Seller as part of a Relationship,
for example purchasing goods.

The diagram below shows the model for Participants, Roles and Relationships.

Model for Participants, Roles and Relationships

Roles

A Role identifies a set of related behaviors, for example the Buyer role is associated with
purchasing of goods or services and the Supplier role is associated with providing those goods or
services for a fee.
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Participants

A Participant identifies a set of related Roles, for example a Commercial Organization could take
both a Buyer Role when purchasing goods and a Seller role when selling them.

Relationships

A Relationship is the association of two Roles for a purpose. A relationship represents the
possible ways in which two roles can interact. For example the Relationships between a Buyer
and a Seller could include:

 A "Purchasing" Relationship, for the initial procurement of goods or services, and
 A "Customer Management" Relationship to allow the Supplier to provide service and

support after the goods have been purchased or the service provided.

Although Relationships are always between two Roles, Choreographies involving more than two
Roles are possible. For example if the purchase of goods involved a third-party Shipper
contracted by the Supplier to deliver the Supplier's goods, then, in addition to the Purchasing and
Customer Management relationships described above, the following relationships might exist:

 A "Logistics Provider" relationship between the Supplier and the Shipper, and
 A "Goods Delivery" relationship between the Buyer and the Shipper.

Choreography Structure

The diagram below shows the model for a Choreography Definition:
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 A "Purchasing" Relationship, for the initial procurement of goods or services, and
 A "Customer Management" Relationship to allow the Supplier to provide service and

support after the goods have been purchased or the service provided.

Although Relationships are always between two Roles, Choreographies involving more than two
Roles are possible. For example if the purchase of goods involved a third-party Shipper
contracted by the Supplier to deliver the Supplier's goods, then, in addition to the Purchasing and
Customer Management relationships described above, the following relationships might exist:

 A "Logistics Provider" relationship between the Supplier and the Shipper, and
 A "Goods Delivery" relationship between the Buyer and the Shipper.
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Model for Choreography Structure

A Choreography Definition defines the information required by the choreography and sequence
in which it is exchanged. It contains the following:

 Zero or More "sub" Choreography Definitions which define Choreographies that can be
performed by the Choreography being defined

 A Definition Block that contains set of Variable Definitions and Token Definitions that
define information about objects used by the choreography

 The actual Choreography that in turn contains:
o A required Base Choreography part, that defines the normal sequence of

information exchanges that should occur
o An optional Exception Block, that contains the sequence of information exchanges

that are followed when some exceptional or unusual circumstance has occurred
while the Choreography was being performed, and

o An optional Transaction Block which, if present can make the Choreography
"transactional" in that it contains information exchanges that are followed when
the effects of the choreography need to be Compensated

 One or more Work Units, within the Base Choreography, Exception Block or Transaction
Block that do the actual useful work within the Choreography in terms of exchanging
messages and other information between the Participants. Each Work Unit contains a
single Activity that is performed whenever an optional enabling condition on the Work
Unit, called a Guard, is true.

Choreography Composition and Import

Choreographies can be combined and built from other Choreographies as illustrated by the
diagram below.

Model for Choreography Composition and Import
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Choreography Composition

Choreography Composition is the creation of new Choreographies by reusing existing
choreography definitions. For example if two separate Choreographies were defined as follows:

 A Request for Quote (RFQ) Choreography that involved a Buyer role sending a request
for a quotation for goods and services to a Supplier to which the Supplier responding
with either a "Quotation" or a "Decline to Quote" message, and

 An Order Placement Choreography where the Buyer placed and order for goods or
services and the Supplier either accepted the order or rejected it.

You could then create a new "Quote and Order" Choreography by reusing the two where the
RFQ choreography was executed first, and then, depending on the outcome of the RFQ
Choreography, the order was placed using the Order Placement Choreography.

In this case the new choreography is "composed" out of the two previously defined
choreographies. These choreographies may be specified either:

 Locally, i.e. they are included, as a Sub Choreography, in the same choreography
definition as the choreography that performed them, or

 Globally, i.e. they are specified in a separate choreography definition that is defined
elsewhere.

Using this approach, Choreographies can be recursively combined to support choreographies of
any required complexity allowing more flexibility as Choreographies defined elsewhere can be
reused.

Policies

We now take a bit of a leap from the advanced messaging part of this chapter over to the WS-*
extensions that provide enhanced metadata features for Web services.

Every automated business task is subject to rules and constraints. These characteristics trickle
down to govern the behavior of the underlying services that automate the task.

The source of these restrictions could be:

 actual business-level requirements
 the nature of the data being exchanged
 organizational security measures

Further, every service and message has unique characteristics that may be of interest to other
services that cross its path.

Examples include:
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 behavioral characteristics
 preferences
 technical limitations
 quality of service (QoS) characteristics

Services can be outfitted with publicly accessible metadata that describes properties such as the
ones listed here. This information is housed in a policy.

Policies can express a variety of service properties, including rules.

The use of policies allows a service to express various characteristics and preferences and keeps
it from having to implement and enforce rules and constraints in a custom manner. It adds an
important layer of abstraction that allows service properties to be independently managed.

The WS-Policy framework

The WS-Policy framework establishes extensions that govern the assembly and structure of
policy description documents, as well as the association of policies to Web resources. This
framework is comprised of the following three specifications:

 WS-Policy
 WS-PolicyAttachments
 WS-PolicyAssertions

The basic structure of a policy description.
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Note also that the WS-Policy framework forms part of the WS-Security framework. Specifically,
the WS-SecurityPolicy specification defines a set of policy assertions intended for use with WS-
Security (introduced later in this chapter).

Policies can be programmatically accessed to provide service requestors with an understanding
of the requirements and restrictions of service providers at runtime. Alternatively, policies can be
studied by humans at design time to develop service requestors designed to interact with specific
service providers.

Recent revisions to the WS-Policy framework have extended the structure of a policy description
and its associated terminology. The sections below provide a brief overview.

.Policy assertions and policy alternatives

The service properties expressed by a policy description are represented individually by policy
assertions. A policy description therefore is comprised of one or more policy assertions.
Examples of policy assertions include service characteristics, preferences, capabilities,
requirements, and rules. Each assertion can be marked as optional or required.

Policy assertions can be grouped into policy alternatives. Each policy alternative represents one
acceptable (or allowable) combination of policy assertions. This gives a service provider the
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ability to offer service requestors a choice of policies. (Each of the bullet points in our last In
Plain English analogy, for example, would warrant a policy assertion.)

Policy assertion types and policy vocabularies

Policy assertions can be further categorized through policy assertion types. Policy assertion types
associate policy assertions with specific XSD schemas. In the same manner as XML
vocabularies are defined in XSD schemas, policy vocabularies simply represent the collection of
policy types within a given policy. Similarly, a policy alternative vocabulary refers to the policy
types contained within a specific policy alternative.

Policy subjects and policy scopes

A policy can be associated with a Web service, a message, or another resource. Whatever a
policy is intended for is called a policy subject. Because a single policy can have more than one
subject, the collection of a policy's subjects is referred to as the policy scope.

Policy expressions and policy attachments

Policy assertions that are physically implemented using the WS-Policy language are referred to
as policy expressions. In other words, a policy expression is simply the XML statement used to
express a policy assertion in a manner so that it can be programmatically processed. Policy
expressions are physically bound to policy scopes using policy attachments.

What you really need to know

If your head is spinning at this point, don't worry. Of the many concepts we just introduced, you
only need to retain the following key terms to maintain a conceptual understanding of polices:

 policy
 policy alternative
 policy assertion
 policy attachment

Let's now finish this section with a look at how policies are used by other WS-* extensions and
SOA as a whole.

Policies in coordination

When the WS-Coordination context coordination service generates context information for
participating services, it can make the distribution of context data subject to the validation of
security credentials and other forms of policy information. To enforce these requirements, WS-
Coordination can incorporate rules established in policies.

Policies in orchestration and choreography
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Policies can be applied to just about any subjects that are part of orchestrations or
choreographies. For example, a policy can establish various requirements for orchestration
partner services and choreography participants to interact.

Policies in reliable messaging

The WS-ReliableMessaging specification depends on the use of the WS-Policy framework to
enable some of its most fundamental features. Policies are used to implement delivery assurances
through the attachment of policy assurances to the messages that take part in reliable messaging
exchanges. A further set of policy assertions is provided to add various supplemental rules,
constraints and reliability requirements.

Policies and SOA

If an SOA is a city, then policies are certainly the laws, regulations, and guidelines that exist to
maintain order among inhabitants. Policies are a necessary requirement to building enterprise-
level service-oriented environments, as they provide a means of communicating constraints,
rules, and guidelines for just about any facet of service interaction. As a result, they improve the
overall quality of the loosely coupled arrangement services are required to maintain.

Policies relating to other parts of SOA.

Policies allow services to express so much more about themselves beyond the fundamental data
format and message exchange requirements established by WSDL definitions. And policies
enable services to broaden the range of available metadata while still allowing them to retain
their respective independence.

The use of policies increases SOA's quality of service level by restricting valid message
transmissions to those that conform to policy rules and requirements. A side benefit of inserting
endpoint level constraints is that the application logic underlying services is not required to
perform as much custom exception handling to deal with invalid message submissions.
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Polices naturally improve the ability for services to achieve better levels of interoperation
because so much more information about service endpoints can be expressed and published.
Finally, because they increase the richness of service contracts, they open the door to dynamic
discovery and binding.

Security

Security requirements for automation solutions are nothing new to the world of IT. Similarly,
service-oriented applications need to be outfitted to handle many of the traditional security
demands of protecting information and ensuring that access to logic is only granted to those
permitted.

However, the SOAP messaging communications framework, upon which contemporary SOA is
built, emphasizes particular aspects of security that need to be accommodated by a security
framework designed specifically for Web services.

A family of security extensions parented by the WS-Security specification comprise such a
framework, further broadened by a series of supplementary specifications with specialized
feature sets. provides a list of current security-related specifications. While we clearly cannot
discuss concepts for all of them, it is worth spending some time looking at the basic functions
performed by the following three core specifications:

 WS-Security
 XML-Signature
 XML-Encryption

Additionally, we'll briefly explore the fundamental concepts behind single sign-on, a form of
centralized security that complements these WS-Security extensions.

Before we begin, it is worth noting that this section organizes security concepts as they pertain to
and support the following five common security requirements: identification, authentication,
authorization, confidentiality, and integrity.

Identification, authentication, and authorization

For a service requestor to access a secured service provider, it must first provide information that
expresses its origin or owner. This is referred to as making a claim. Claims are represented by
identification information stored in the SOAP header. WS-Security establishes a standardized
header block that stores this information, at which point it is referred to as a token.

An identity is a claim made regarding the origin of a message.
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Authentication requires that a message being delivered to a recipient prove that the message is in
fact from the sender that it claims to be. In other words, the service must provide proof that its
claimed identity is true.

Authentication means proving an identity.

Once authenticated, the recipient of a message may need to determine what the requestor is
allowed to do. This is called authorization).

Authorization means determining to what extent authentication applies.

Single sign-on

A challenge facing the enablement of authentication and authorization within SOA is
propagating the authentication and authorization information for a service requestor across
multiple services behind the initial service provider. Because services are autonomous and
independent from each other, a mechanism is required to persist the security context established
after a requestor has been authenticated. Otherwise, the requestor would need to re-authenticate
itself with every subsequent request.
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The concept of single sign-on addresses this issue. The use of a single sign-on technology allows
a service requestor to be authenticated once and then have its security context information shared
with other services that the requestor may then access without further authentication.

There are three primary extensions that support the implementation of the single sign-on
concept:

 SAML (Security Assertion Markup Language)
 .NET Passport
 XACML (XML Access Control Markup Language)

As an example of a single sign-on technology that supports centralized authentication and
authorization, let's briefly discuss some fundamental concepts provided by SAML.

SAML implements a single sign-on system in which the point of contact for a service requestor
can also act as an issuing authority. This permits the underlying logic of that service not only to
authenticate and authorize the service requestor, but also to assure the other services that the
service requestor has attained this level of clearance.

Other services that the service requestor contacts, therefore, do not need to perform
authentication and authorization steps. Instead, upon receiving a request, they simply contact the
issuing authority to ask for the authentication and authorization clearance it originally obtained.
The issuing authority provides this information in the form of assertions that communicate the
security details. (The two types of assertions that contain authentication and authorization
information are simply called authentication assertions and authorization assertions.)

A basic message exchange demonstrating single sign-on (in this case, as implemented by
SAML).
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Confidentiality and integrity

Confidentiality is concerned with protecting the privacy of the message contents. A message is
considered to have remained confidential if no service or agent in its message path not
authorized to do so viewed its contents.

Confidentiality means that the privacy of the message has been protected throughout its
message path.

Integrity ensures that a message has not been altered since its departure from the original sender.
This guarantees that the state of the message contents remained intact from the time of
transmission to the point of delivery.

Integrity means ensuring that a message's contents have not changed during transmission.

Transport-level security and message-level security

The type of technology used to protect a message determines the extent to which the message
remains protected while making its way through its message path. Secure Sockets Layer (SSL),
for example, is a very popular means of securing the HTTP channel upon which requests and
responses are transmitted. However, within a Web services-based communications framework, it
can only protect a message during the transmission between service endpoints. Hence, SSL only
affords us transport-level security.

Transport-level security only protects the message during transit between service endpoints.
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If, for example, a service intermediary takes possession of a message, it still may have the ability
to alter its contents. To ensure that a message is fully protected along its entire message path,
message-level security is required. In this case, security measures are applied to the message
itself (not to the transport channel on which the message travels). Now, regardless of where the
message may travel, the security measures applied go with it.

Message-level security guarantees end-to-end message protection.

Encryption and digital signatures

Message-level confidentiality for an XML-based messaging format, such as SOAP, can be
realized through the use of specifications that comprise the WS-Security framework. In this
section we focus on XML-Encryption and XML-Signature, two of the more important WS-
Security extensions that provide security controls that ensure the confidentiality and integrity of
a message.

XML-Encryption, an encryption technology designed for use with XML, is a cornerstone part of
the WS-Security framework. It provides features with which encryption can be applied to an
entire message or only to specific parts of the message (such as the password).

To ensure message integrity, a technology is required that is capable of verifying that the
message received by a service is authentic in that it has not been altered in any manner since it
first was sent. XML-Signature provides features that allow for an XML document to be
accompanied by a special algorithm-driven piece of information that represents a digital
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signature. This signature is tied to the content of the document so that verification of the
signature by the receiving service only will succeed if the content has remained unaltered since it
first was sent.

XML-Encryption can be applied to parts of a SOAP header, as well as the contents of the SOAP
body. When signing a document, the XML-Signature can reside in the SOAP header.

A digitally signed SOAP message containing encrypted data.

Security and SOA

Message-level security can clearly become a core component of service-oriented solutions.
Security measures can be layered over any message transmissions to either protect the message
content or the message recipient. The WS-Security framework and its accompanying
specifications therefore fulfill fundamental QoS requirements that enable enterprises to:

 utilize service-oriented solutions for the processing of sensitive and private data
 restrict service access as required

The security framework provided by WS-Security also makes use of the WS-Policy framework
explained earlier (a separate specification called WS-SecurityPolicy provides a series of
supporting policy assertions).

Security, as it relates to policies, SOAP messages, and Web services.
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